
Plixer Scrutinizer® collects, analyzes, visualizes, and reports on data 
from every network conversation and digital transaction to deliver 
security and network intelligence. It provides the insight and histor-
ical data needed to manage and optimize business operations while 
reducing risk by detecting and remediating incidents.

Unlike competing solutions that require the addition of many 
expensive and proprietary appliances, Plixer’s implementation col-
lects data that is exported directly from the existing infrastructure 
(switches, routers, firewalls, packet brokers, etc.). This differentiated 
approach is frictionless, eases implementation, reduces complexity, 
and improves ROI.

Reduce risk
The primary security objective for organizations of all sizes is to 
reduce risk. Products aimed at prevention will continue to be part 
of the equation, but in today’s threat environment, the greatest risk 
reduction occurs from a focus on improving time to resolution after 
a breach.

Bad things will happen; it is inevitable. In order to reduce risk, you 
must have a combination of strong forensic data, detailed con-
text, powerful reporting and the ability to hold users accountable. 
Together these capabilities enable faster time-to-resolution after a 
breach occurs.

Support faster time-to-resolution
Faster time-to-resolution is accomplished through a faster time-
to-know. Remediation can only occur after root cause has been 
established, and rich contextual data is the enabler. Plixer Scrutinizer 
gathers flows and metadata from across your entire network infra-
structure, providing the visualization and reporting of the forensic 
details you need for faster time-to-resolution.
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Fig.1—The Alarms Tab displays a list of events, indicating severity, and enabling rapid investigation and response.

Deliver contextual forensics
Access to high volumes of raw data does not lead 
to faster response. In fact, it can have the opposite 
effect, increasing complexity and slowing response 
times. What is needed is context and data correla- 
tion.

Many systems on the market gather lots of data 
points, but don’t provide context to make the data 
useful. If you have, for example, a list of Tor connec- 
tions on your network, but don’t know which users 
accessed those nodes, how useful is the data?

The best context comes from the correlation of net-
work-related data with metadata from point security 
products like firewalls, IDS/IPS, SIEM, and distrib-
uted probes. Everything that runs your business 
flows across the network. It passes all traffic between 
users and the applications they need in order to be 
productive and drive revenue. Root cause analysis is 
best derived when you can instantly stitch together 
the user, device, location, protocol, and application 
data (including URL and URI) for every flow on the 
network.

Proactive thresholds and alarming
IoT, BYOD, and the explosion of virtual machines 
have all created an unmanageable threat surface. 
Monitoring network traffic is a highly effective 
method to identify indicators of compromise. 
Proactive thresholds, alerting, and open RESTful APIs 
enable rapid and dynamic event response. Plixer 
Scrutinizer provides real-time detection of DDoS 
attacks, whether the attack is volumetric-, applica-
tion-, or protocol-based.

Extend security capabilities even further
As an add-on to Plixer Scrutinizer, Plixer Security 
Intelligence consumes and analyzes streamed meta-
data from Plixer Scrutinizer to aid resource-strained 
SecOps teams, dynamically combing massive vol-
umes of machine-generated data and automating 
the detection and remediation of advanced per-
sistent threats. Plixer Security Intelligence embeds 
the very latest in machine learning/artificial intel-
ligence (ML/AI) technology and applies a crisp, 
use-case-driven implementation that delivers real, 
trustworthy results in milliseconds.
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