
Benefits
Plixer and Palo Alto Networks for Security 
Analytics and Application Visibility

•	 Enterprise-wide distributed collection, 
reporting, and behavior monitoring with 
big data capacity.

•	 Application visibility of CDN-related traffic 
(e.g., Akamai, Amazon Web Services).

•	 Massive scalability: achieving the 
collection and analysis of millions of flows 
per second.

•	 Network capacity usage, trending and 
planning.

•	 Flexible filtering and reporting when 
performing forensic investigations.

•	 Displays the hop-by-hop path a flow 
takes through the network.

•	 Archives data for decades to ensure 
compliance with industry regulations.

PALO ALTO NETWORKS 
AND PLIXER 

Performance and accountability of enterprise IT infrastructure have shifted from 
an incidental focus to real-time visibility for proactive monitoring and compliance 
mandates. Network security devices have traditionally posed a blind spot for 
network monitoring and management solutions typically by restricting visibility to 
basic network parameters, such as NAT tables and basic flow details.

Palo Alto Networks® breaks this barrier by providing unprecedented visibility of 
username and application usage information via Plixer NetFlow®, the industry 
standard protocol for security analytics. Plixer’s Scrutinizer system collects and 
analyzes NetFlow, IPFIX, and sFlow to monitor and provide contextual details 
when forensic investigations need to take place. 
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Palo Alto Networks next-generation firewalls, coupled with Plixer’s 
Scrutinizer system, enable IT organizations within an enterprise to 
identify the applications running on their network, as well as the 
end-user names behind these applications. Among other things, the 
combined solution can identify the users and applications that gen-
erate excessive traffic on the network. Such data helps determine 
possible productivity losses through misuse of corporate IT resourc-
es. The combined solution provides detailed NetFlow reporting and 
analytics, correlating feeds from Palo Alto Networks next-generation 
firewalls and surrounding infrastructure – which can be stored 
indefinitely by Plixer’s Scrutinizer Incident Response System.

More traffic is being encrypted and sent to Internet content de-
livery networks (CDN) such as Akamai and Amazon Web Services. 
As a result, it has become increasingly difficult to determine which 
applications are generating the Internet-bound traffic. Plixer en-
riches the flow exports provided by Palo Alto Networks by adding 
context, such as usernames and the Fully Qualified Domain Name 
(FQDN) targeted on sites like Akamai and AWS. 

This capability provides deeper insight into malware headed for the 
Internet as well as the applications consuming excessive bandwidth. 

About Plixer
Plixer International, Inc. is the leading NetFlow and IPFIX col-
lection and analysis company. The company develops massively 
scalable forensic reporting and analysis solutions for malware 
incident response and application performance monitoring. At 
the center of their suite of traffic analysis systems is Scrutinizer, 
which is capable of collecting several million flows per second 
and integrates with 3rd-party solutions to add rich context to 
the flows being collected. Plixer products and services meet and 
regularly exceed industry compliance obligations while providing 
threat detection and a platform for the forensic investigation of 
malware traffic patterns and application performance issues. Plixer 
solutions are deployed at thousands of customer sites in over 100 
countries. Customers include: CNN, The Coca-Cola Company, 
Lockheed Martin, IBM, Walmart, Raytheon, and Etrade, Columbia 
Sportswear.

About Palo Alto Networks
Palo Alto Networks is the next-generation security company, 
leading a new era in cybersecurity by safely enabling applications 
and preventing cyber breaches for tens of thousands of 
organizations worldwide. Built with an innovative approach and 
highly differentiated cyberthreat prevention capabilities, our 
game-changing security platform delivers security far superior 
to legacy or point products, safely enables daily business 
operations, and protects an organization’s most valuable  
assets. Find out more at www.paloaltonetworks.com.
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