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WHAT IS MACHINE LEARNING
Why is it important

Imagine trying to make sense of the millions of data points created by each network device interaction. With the 
size of today’s typical enterprise network, the sheer number of people and hours needed to analyze a single day of 
interactions only emphasizes the impracticality of the task. 

Luckily, you do not have to rely on the human eye to understand network traffic patterns or a spreadsheet to pro-
cess all your network data. You can easily understand how your network is used and prepare for future changes 
with advanced machine learning (ML) engines. 

An ML engine can ingest all your network flow data and see the underlying behavior patterns to make sense of the 
data and refine its understanding over time to provide actionable insights. In short, the ML engine adapts to the 
unique behaviors on your network to provide alerts about potential issues. This allows ML to provide intelligent 
insight for network capacity planning and forecasting for future growth. 

An ML engine then applies additional AI logic to dynamically eliminate alarms that can be explained and provide 
relief to under-resourced teams. These advanced capabilities elevate true versus false positives and provide the 
contextual information needed to resolve problems quickly. With ML you can more easily identify issues, investi-
gate root-cause, and respond before your business can be disrupted. 

TYPES OF MACHINE 
LEARNING 

While most people have a general sense of ML and 
may even employ tools that use ML, they may be 
unsure how to tell the sophisticated ML applications 
from the simpler applications. While there is not really 
a battle of good versus bad ML, some solutions rely 
on basic ML, while others use more sophisticated 
applications of AI to detect, investigate, and respond 
to network problems.

In general, all ML is used to continuously better the 
performance of a desired function. For example, the 
desired function of an ML engine could be to trigger 
network alarms (for either security or performance 
monitoring) about abnormal device behavior. Or the 

desired function could be to forecast future network 
behavior based on current patterns.

There are three main ways that ML can learn and 
increase detection accuracy:

• Supervised learning: the process of training an 
ML on specific datasets to achieve a desired 
result—i.e., identify characteristics of malware 

• Unsupervised learning: the process of ingesting 
new datasets and allowing the ML to make its 
own connections

• Deep learning: A progression of supervised and 
unsupervised learning to create an artificial 
neural network that can learn and make 
intelligent decisions on its own



HOW PLIXER’S 
SOLUTIONS USE 
MACHINE LEARNING 

The Plixer’s platforms leverage ML to help net-
work teams in a few important ways. The ML 
engine ingests network flow data to establish a 
visualization of expected behavior on the network 
(who talks to whom, which applications are being 
used and in what ways, who’s present on the net-
work at which times, etc.). After about a week 
of observing the network, the Plixer ML engine 
has learned to distinguish normal from abnormal 
traffic behavior. To improve the dynamic model 
of what’s considered normal, we also account for 
granular configurations, such as subnet activity, 
custom sensitivity thresholds, and seasonality 
behaviors— to account for different behaviors 
on workdays, nights, and weekends. Customers 
can also create custom ML definitions to fit their 
specific needs and further refine alarm accuracy. 
The ML models are then regenerated every 24 
hours to maintain accuracy.

By processing network flow data, the Plixer plat-
form provides intelligent network behavior and 
resource allocation details that make future 
capacity planning and forecasting substantially 
easier than by using basic network data and 
spreadsheets to properly allocate resources to 
every part of the network. 

The goal of ML is to shorten the amount of time 
it takes to properly provide resources to the net-
work, so network teams can work on improving 
user experience instead of fixing capacity issues.

WHAT ARE CAPACITY 
PLANNING AND 
FORECASTING

Capacity Planning 
Capacity planning is the process of determining 
the resources required to meet future demand. 
In the context of networking, this means predict-
ing the amount of traffic that will flow through 
the network and ensuring that there is enough 
bandwidth and other resources to handle it. The 
traditional approach to capacity planning involves 
collecting historical data, extrapolating trends, 
and making projections based on assumptions 
about future growth. However, this approach is 
often flawed as it is based on historical data that 
may not reflect future changes in demand.

Forecasting
Forecasting is the process of predicting future 
events or trends. In networking, forecasting is 
used to predict the future behavior of the network 
based on current trends and changes. The goal of 
forecasting is to predict future network capacity 
requirements accurately, so that network teams 
can adjust network resources accordingly to pre-
vent performance degradation.

HOW TO USE ML FOR 
CAPACITY PLANNING 
AND FORECASTING

Capacity planning and forecasting are 
essential tasks for network teams to ensure 
that their networks can meet the increasing 
demands of users and applications. 



Traditional methods often rely on historical 
data and assumptions about future growth 
trends. However, the increasing complexity 
of modern networks and the unpredictability 
of user behavior require more sophisticated 
methods of capacity planning and forecasting. 
Machine learning (ML) provides network 
teams with the tools they need to analyze large 
amounts of data and make more accurate 
predictions about network capacity needs than 
manual calculations are likely to provide. 

Benefits of using machine learning for capacity 
planning and forecasting:

Improved accuracy
ML can analyze large amounts of data and iden-
tify patterns that may not be apparent to human 
analysts. This can lead to more accurate pre-
dictions of network capacity needs, which can 
help network teams make better decisions about 
infrastructure investments and resource alloca-
tion. Improved accuracy reduces the amount of 
time that network teams are wasting on false 
information or anomalous traffic usage, such as 
when large spikes of bandwidth are consumed 
before DDoS mitigation systems stop the band-
width waste. 

Better scalability
ML can handle large volumes of data, making 
it easier for network teams to scale their pro-
cesses as their networks grow. This means that 
as networks grow, forecasts can be updated 
automatically to reflect the increased usage of 
network resources, which gives network teams 
the information they need to allocate for future 
growth before budgets become constrained. 

Faster insights
ML can provide real-time insights into network 

performance, allowing network teams to quickly 
identify and address capacity issues before they 
impact users. When unexpected growth hap-
pens in segmented portions of the network, and 
resources are used to the max, network teams 
can reallocate resources to these network seg-
ments before users start to complain about 
slowness or other network issues. .
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Plixer gives you visibility and context of every network transaction so you can better understand what’s 
happening in your IT environment. Our 20+ years of network monitoring and management solutions help 
us provide innovative solutions that help you secure and optimize your digital enterprise. Supercharge 
your business defense with AI-powered visibility and insight that goes beyond traditional NDR.

ABOUT PLIXER

Capacity planning and forecasting are critical components of network management. ML can assist network 
teams with these tasks by analyzing vast amounts of data and identifying patterns that can help to optimize 
network performance and avoid potential issues. 

The use of ML in capacity planning and forecasting offers several benefits, including improved accuracy, real-
time analysis, and proactive planning. As businesses continue to expand their digital footprint, the use of ML in 
network management will become increasingly important, and network teams that embrace this technology will 
be better positioned to provide seamless and efficient network experiences.
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